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1. O0mmue mo10KeHUs

@®OHJT OIECHOYHBIX CPEJACTB NpPEIHA3HAYCH I KOHTPOJSA M OICHKHU
o0pa30BaTeNbHBIX JOCTH)KCHHHA OOYYarOIIUXCS, OCBaWBAIOIMIUX IPOTPaAMMY
yueonou aucturmumabl OI1.05 OcHOBBI MTHGOPMAITMOHHON 6€30TaCHOCTH.

@®OC BKIIOYACT KOHTPOJIBHBIE MaTepHaIbl JUISI IMPOBEICHUS TEKYIIETO
KOHTPOJISI K IPOMEXKYTOYHOM aTTecTau B popme 3K3aMeHa:

HanmenoBaHue pe3yabTaTa 00y4eHust

Pesynbrarel 00y4ueHus (0OCBOCHHBIE YMEHHSI, YCBOCHHBIC 3HAHU)

KOHOII;I K, YMenus 3HaHus
OK 03, —  KIaccupuUMPOBaTh — CYWHOCTh M HOHATHE WH()OPMALUOHHOMN
OK 06, | zammiaemyro 0€30I1aCHOCTH, XapaKTEPUCTHKY €€ COCTABIISIONINX;
OK 09, | uadopmarnuio mo Buaam — MecTo HMH(OPMAIMOHHOW 0e30MacHOCTH B
TalHBI u CTENEHSAM | CHCTeME HAI[MOHAJIbHOU O€30IMaCHOCTH CTPAHBbI;
CCKPECTHOCTH, — BHJABI, HICTOYHUKHA U HOCUTEJIH 3allyIacMoi
—  KJaccu(pUIUpOBaTh | MHPOpPMALIKY;
OCHOBHEIC YTPO3bI — HCTOYHHKH yrpos 0€30MacHOCTH
GesomacHoCTH uH(pOpMaIK 1 MEPHI 110 X MPEAOTBPAIICHHUIO;
uH(pOpMauy; —  daxTopsl, BO3JICHCTBYIOIINE Ha
UH(POPMAIIHIO npu ee o0paboTke B
ABTOMAaTH3UPOBAHHBIX (uHDOPMAITMOHHBIX )
cUcTeMax;
— KU3HCHHBIC IIUKJITBI uHpOpMAITUU
OTPaHUYEHHOTO JOCTYIa B MPOLIECCE €€ CO3JaHus,
00paboTKu, mepeaauu;
— COBpEMEHHBIE  CpeACTBa M  CIOCOOBI
obecnieueHus HHGHOPMALIMOHHON OE30MaCHOCTH;
— OCHOBHBIE METOJUKHM aHalu3a yYrpo3 H
PHUCKOB HH(POPMAIIMOHHOW 0€30MacHOCTH;
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2. CTpyKTypa KOHTPOJILHBIX 3aJaHU I
2.1.3aiaHus TEKyero KOHTPOJIst

Tema 1.1 OcHOBHBIC NOHATHSA M 321241 HH(POPMALIMOHHOMH 0€30I1aCHOCTH
3aoanue 013 ycmuoz2o onpoca no memam

1. IonsTus nundopmanuu U UHPOPMAILIMOHHON OE30MACHOCTH.

2. Uudopmanus, cooOmieHusi, WHPOPMAIMOHHBIE MPOIECChl KaK OOBEKTHI

nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

[98)

. O630p 3amuIIaeMbIX 00BEKTOB U CUCTEM.
. [lonsTHE «yrpo3a HHPOPMAIUN.
. [lonstue «puck nHGOPMAITMOHHON 0€30ITaACHOCTI.

4
5
6. [Ipumeps! mpectyruieHui B cepe HHPopMaIui 1 HHOOPMALIMOHHBIX TEXHOJIOTUH.
7

. CYH_IHOCTB (1)YHKI_II/IOHI/IpOBaHI/I$I CHCTCMBI 3alllMThI I/IH(I)OpMaLII/II/I.

8. 3amuTa 4YeloBeKa OT OMAcHOW WHQPOpPMAIMM U OT HEHMH()OPMHPOBAHHOCTH B
obactu HH(OOPMAMOHHON 0E30MMaCHOCTH

Tema 1.2 HopMaTUBHO NpaBoBoe peryjiMpoBaHue 3alMThHI HHpOpMaun

3aoanue 013 ycmuozo onpoca no memam

1. Opranu3anuoHHas CTPYKTypa CUCTEMBI 3alIUTHI HHpOopManwn. 2. 3aKOHO1aTeIbHBIE
aKThl B 00JIACTH 3aIIUTHI HHPOPMAITIH.

3. Poccuiickue v MeXTyHapOAHbIE CTaHAAPTHI, OMPeeIoNe TPeOOBaHHS K 3aIlIUTe
nHpopmanmm.

4. Cucrema ceprudukanuu PO B o6nactu 3amuThl HHGOpMAIUH.

5. OCHOBHBIE ITpaBHJIA U IOKYMEHTHI CHCTEMBI cepTH(uKarmu PO B 00acTu 3auThI
uHpopmanuu

Tema 1.3 Knaccudukauus 6e30nacHocTn

3aoanue 013 ycmHuozo onpoca no memam

1. I1enocTHOCTD, TOCTYMHOCTh M KOH(PHIEHIIMAIbHOCTh HH(POPMALIHIH.

2. Knaccudukanus nadopmaiuu 1o BuaM TaiHbl U CTENEHSIM KOHPHUICHIUATBHOCTH.

3. IToHsATHUS rocyapcTBEHHOM TaltHbl U KOH(DUICHIIMANTBHON HHPOPMALHH.

4. ’)Ku3HeHHbIe IUKIIbI KOH(UIEHIINAIbHON HH(POpPMAaLMK B IPOLIECCE €€ CO3/IaHus,
00paboTKH, mepeadu.

5. lenu u 3ama4n 3a1IUTHl HHOOPMAIIUH.

6. OCHOBHBIE MOHATHS B 00JIACTH 3aLUTHI UH(POPMALIUH

7. DnemeHTsl pouecca MenexmenTa 1b.

8. Mopenp nnTerpanuu nHhHOpMalnoOHHON 6€30MaCHOCTH B OCHOBHYIO JIEATEIHHOCTh
OpraHu3aIH.

9. IloHsATHE NOTUTUKU OE30ITaCHOCTH
Tema 2.1 Yrpo3sl 6e30nacHOCTH 321U THI HHGOPMALMH H OCHOBBI 3AIIIMTHI

HHpopmanumn
3aoanue 013 ycmmuoz2o onpoca no memam
1. Tlonstue yrpo3sl 6€30MacHOCTH HH(POPMAITHH.

2. Cucremnas knaccudukaius yrpo3 6e3omnacHocTd HHHOpMAITUH.

[okyMeHT co3faH B anekTpoHHol dopme. Ne 19 ot 08.06.2026. VicnonHutens: dasbinosa A.A. 0 3IEKTPOHHbINA
CtpaHuua 3 ns 10. CtpaHuua cosaana: 08.06.2026 09:48 =¥ TATAPCTAH



4

3. Kananbl 1 MeTOIbl HECAaHKLIIMOHUPOBAHHOTO JJOCTYyMa K HH(DOpMaIUH.

4. Vsa3BuMocTH. MeTo/ibl OIIEHKHU YSI3BUMOCTH HH(OPMALIUU.

Tema 2.2 MeTogo/iornyeckue moaxXoAbl K 3a1uTe HHGpopManuu

3aoanue 011 yCIMHO20 ORPOCA RO MEMaAM

1. AHanu3 CymIecTBYIOIUX METOAMK ONpPEAeTICHHs TPeOOBAaHMH K 3aluTe HH)OPMALIUH.

2. INapameTps 3ammiaeMoii nHGOpMAIMK U OLICHKA (PaKTOPOB, BIUSIONINX HA TPEOyeMBbIii
YPOBEHb 3alIUThI HH(OPMAIIHH.

3. Buasl Mep ¥ OCHOBHBIE IPUHIIUIIBI 3aIIUTH HHPOPMAITIH

Kpurepun ouenkun
«OTIHYHO» CTaBUTCSI, €CITH:

- JlaH TIOJIHBIM, Pa3BEpPHYTHIA OTBET HA IIOCTABJIEHHBIA BOIPOC, MOKa3aHa COBOKYIHOCTh
OCO3HAHHBIX 3HAHUI O MaTepHaIax, TEXHOJIOTUAX U3YUECHUS;

- IOKa3aTeJIbHO PACKPBIThl OCHOBHBIEC TOHATHUS, TEPMUHBI U JP.;

- B OTBET€  OTCIEKMBACTCS  4YETKAasg  CTPYKTypa, BBICTPOECHHAs B  JIOTMYECKOH
IIOCJIEI0BATEIBbHOCTH;

- OTBET U3JIOKEH TPAMOTHBIM SI3BIKOM;

- Ha BO3HUKIIIME BOMPOCHI JABATUCh YETKHUE, KOHKPETHBIE OTBETHI, TOKA3bIBasi YMEHHUE BBIJIEIATh
CYILIECTBEHHBIC U HECYIIECTBEHHbIE MOMEHTHI MaTEpHaa.

«XO0po1I0» CTaBUTCSI, ECIIH:

- JlaH TOJIHBIM, Pa3BEPHYTHIM OTBET HA ITOCTABJICHHBIM BOIPOC, IIOKA3aHO YMEHHE BBIJEIATH
CYILIECTBEHHBIE U HECYIIECTBEHHbIE MOMEHTHI MaTEpHAIIA;

- OTBET YETKO CTPYKTYPUPOBAH, BBICTPOEH B JIOTMYECKOW ITOCIIEIOBATEIBHOCTH; - HU3JI0KEH
TPaMOTHBIM SI3BIKOM;

- OIHaKo ObUIM JOMyIIEHH HETOYHOCTH B OINpEICICHUU TMOHITUH, TEPMHHOB U JIp.
«Y10BJICTBOPUTEJIBHO» CTaBUTCS, €CIIU:

- JIaH HETIOJIHBIM OTBET Ha MOCTABJIEHHBINA BOIPOC, JOTUKA U MTOCIEA0BATEIBHOCTD U3JI0KEHHUS
MMEIOT HEKOTOPBIE HAPYIICHUS;

- JIONYILEHbl HECYIIECTBEHHbIE OMIMOKM B U3JI0KEHUU TEOPETHUECKOro Marepuaiga u
yIOTpeOJIECHUU TEPMHUHOB;

- 3HaHMS TTOKa3aHbl ¢1ab0, peub HErPaMOTHASI.

«HeynoB1eTBOPpUTEIBLHO» CTABUTCS, ECIIN:

- JIaH HETIOJIHBIM OTBET Ha MOCTABJIEHHBINA BOIPOC, JJOTUKA U MOCIEA0BATEIBHOCTD U3JI0KEHHUS
HMMEIOT CYLLECTBEHHBIEC HAPYLIEHNUS;

- JIOMYIIEHBI CYIIECTBEHHBIE OIIMOKM B TEOPETUYECKOM MaTepuane (NMOHATHUAX, TEPMHUHAX); -
3HaHUS OTCYTCTBYIOT, p€4b HETPaMOTHaAs.

2.2.3a1aHus py0e:KHOTO0 KOHTPOJIS
Kontponsnas padora Ne 1 «Teopernueckrne 0oCHOBbI HHPOPMALIMOHHOM 6€30MacHOCTH.
Lenb: mpoBepUTh TEOPETUYECKHE 3HAHUS W NMPAKTHUYECKUE HABBIKH 0 TEMaM JUCIUILIMHBI
OI1.01 «OcHoBBI HH(GOPMAITMOHHON OE30MACHOCTIY.
3aganue. OTBETUTH HA TOCTaBIEHHBIE BOIPOCHI
Bapmuanr 1
1. [Tonsatue «yrpo3a uHGOPMAITIIY.

[okyMeHT co3faH B anekTpoHHol dopme. Ne 19 ot 08.06.2026. VicnonHutens: dasbinosa A.A. 0 3IEKTPOHHbINA
CtpaHuua 4 us 10. Ctpanuua cosaana: 08.06.2026 09:48 =¥ TATAPCTAH



2. Knaccudukanus napopmanyuy no BUaAaM TaliHbl M CTETICHSM KOH(UISHIIMAIBHOCTH.
3. [TonsaTus rocy1apcTBEHHON TallHBI M KOH(PUICHIIMATBHON HH(POPMALIHH.

4. KaHnaunbl 1 MeTO/1bl HECAaHKIIMOHUPOBAHHOTO JJOCTYIA K HH(POPMALHH.

Bapuanrt 2

1. ITonsaTne «pucka nHHOPMALIMOHHON OE3011aCHOCTI.

2 CuctemHas kiaccudukanus yrpo3 0e30nacHoCTH UH(OPMALIUH.

3. IToHsATHE MOMUTUKY OE30IACHOCTH.

4 VYsa3BuMocTu. MeTObI OIICHKH YSI3BUMOCTH WH(POPMAIHN

Kpurepun onenku

OTMeTKON «OTJIMYHO» OIECHUBAIOTCS OTBETHI, KOTOPHIC IMOKA3bIBAIOT MPOYHBIC 3HAHUS
OCHOBHBIX TIOHSATHH W 3a7ad W3y4aeMOH NUCIUIUIMHBI, OTJIMYAIOTCA TIyOWHOW M TMOJHOTON
pPacKpbITHSl  BOIIPOCOB;  BIJIAJICHUE TEPMUHOJIIOTMYECKUMM  alapaToM; YMEHHE J1aBaTh
OTpe/IeIICHUS, OIMUCHIBATh IOCIIECIOBATEILHOCTh TEXHOJIOTHH MaTepuajoB, UX OCOOEHHOCTH,
JIeNaTh BBIBOJBI U 00001IEHNS, 1aBaTh apTyMEHTUPOBAHHBIE OTBETHI, IPUBOJUTH IPUMEPHI.

OTMeTKOIl «XOpOIIO» OIICHUBAIOTCS OTBETHI, OOHAPYXKUBAIOIIME TMPOYHBIC 3HAHUS
OCHOBHBIX TOHATUNA W 3a7ad M3y4aeMO#l IUCHUIUIMHBI, OTJIMYAIOTCS TIyOWHOM U MOIHOTOMN
pPacKpbITHS  BOIIPOCOB;  BIJIAJICHUE TEPMHUHOJIOTMYECKUMM  amnmapaTtoM; YMEHHUE [1aBaTh
OnpeacCHus, OITMCHIBATh MOCIEIOBATEILHOCTh TEXHOJIOTHI MaTepualioB, 1704
OCOOCHHOCTH, JeJIaTh BBIBOJIBI W OOOOINEHUsS, MPUBOJAUTH MpUMEpbl. OIHAKO IOIYCKAIOTCS
JIBE-TPU HETOYHOCTH B OTBETAX.

OT™MeTKOll  «yI0BJIETBOPUTEJbHO» OIEHUBAIOTCS OTBETHI, CBUAECTEIBCTBYIOUIUE B
OCHOBHOM O 3HAaHMM MaTepUajgoB, MX CBOWCTB, TEXHOJIOTMHA, HO OTJIWMYAIOIIHECS
HEJOCTATOYHOW TIIyOMHON M TONHOTOM pAcCKpBITUS TEMbl; 3HAHUEM OCHOBHBIX BOIPOCOB
Teopuu; cnabo CcPOpPMHUPOBAHHBIMU HaBBIKAMHM aHAIM3a TEM H3y4yaeMOW JUCHUIUIHHBI,
HEJIOCTaTOYHBIM YMEHHMEM JaBaThb apPryMEHTUPOBAHHBIE OTBETBI W NPUBOAUTH IPUMEPBI.
JlommyckaeTcsi HECKOJBbKO OLIMOOK B COJIEP:KaHUU OTBETA.

OTMeTKO# «Hey10BJIeTBOPUTEIbLHO)» OIICHUBAIOTCS OTBETHI, 00OHAPYKUBAIOIINE HE3HAHUE
MaTepUaoB, UX CBOICTB, TEXHOJOTMH H3yyaeMON NpPEeAMETHOM O00JIacTH, OTJIMYAIOLIHECs
HETTyOOKHUM PacKpbITHEM TEMEL, HE3HAaHUEM OCHOBHBIX BOIIPOCOB TEOpUH,
Hec)OpMUPOBAaHHBIMH HABBIKAMHM aHAJIM3a TEM M3y4YaeMOW JUCIHUIUIMHBI, HEYMEHHEM
JaBaTh AapTryMEHTHUPOBAaHHBIE OTBETHL. J[OMyCKalOTCS Cephe3HbIE OIIMOKH B COACPKAHHUH
OTBETOB.

2.3.3apaHus 1J151 IPOMEKYTOYHOM aTTECTANNH

JK3aMeH NPOBOJIUTCA MO y4yeOHOH AMCHUIUIMHE B yCTHOW (opme Mo BoIpocam, B
KOTOPBIX OTpak€Ha MPOBEPKA OCBOEHUS 00YUaAIOIUMUCS YMEHUN U 3HAHU.

Kpurtepun ouenku:
OI_ICHKa OCBOCHMUS OCYHICCTBIIACTCA 110 pE3yJIbTaTaM OTBETA DK3aMCHYCMOTIO.

Ouemca «OTJIMYHO» — BBICTABJLICTCA TIIPH IIOJIHOM CaMOCTOATCIIBHOM OTBETC Ha
MpeJIOKEHHBIE BONPOCHI: TEOPETUUYECKUIl MaTepuan pacKpbIT IOJHOCThIO, OO0ydaromuiics
BJIAZACCT 3HAHUAMU U YMCHHUAMU, MOKET OOBSCHUTH UX IMPUMCHCHUEC HA IIPAKTHUKE.

Ouemca «X0poHI0» — BBICTABIIACTCA IIPU MMOJTHOM OTBETC Ha MPCAJTONKCHHBIC BOIIPOCHI:
TCOpeTI/IquKI/Iﬁ MaTcepHrajl paCKpbIT IOJHOCTHIO, o6yqa101m/11710;[ BJIAZICCT 3HAHUAMU TCOPHHU,
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MOKET OOBSACHUTh MX MPUMEHEHHE Ha IMPAaKTHKE, HO B OTBETE €CThb HETOYHOCTH, JOIMYyIIEeHA
HapylLIeHHE JOTUKU BOIpOca.
OneHka «yI0BJIETBOPHUTEJIbHO» — OOYYalOIIUIiCS BIIAZCET 3HAHUSMH M YMEHHSIMH,
MOKET OOBSICHUTh UX IPUMEHEHHUE Ha MPAKTUKE, HO B OTBETE €CTh HETOUHOCTH, HE JOCTATOYHO
PaCKpBITHI OTBETHI Ha IOCTaBJIEHHBIE BOIIPOCHI, OTBET HE CAMOCTOSATEIIbHBIN, JOMYIICHbI OIINOKU
npu (GOpMYyITUPOBAHUN OCHOBHBIX TO3ULIMI TEOPUHU U IPUMEHEHHS UX Ha MPAKTHKE.
OuneHka «HeyI0BJIeTBOPUTEIbHO» — 00yUaIONMIMICA HEJAOCTATOYHO BIA/ICET 3HAHHUSMHU
U YMEHUSIMH, JIONyCKaeT IpyOble OIMOKM M HETOYHOCTM BO BpeMs OTBETa, OTBET Ha
IIOCTaBJIEHHBIE BOIIPOCHI HE JaH.
Bonpocs! k 3xk3aMeny 1o yueOHoil 1ucuunianHe « OcHoBbI HH(pOpMALHOHHOM
0e3omacHOCTH
1. MaiiTe XapaKTepUCTUKY COCTABIAIOIINX "HHPOPMALMOHHOM 0€30MacHOCTH" TPUMEHHUTEIBHO
K BBIUHCIIUTEIIHBIM CETSM.
2. llepeuncauTe OCHOBHBIE MEXaHU3MbI O€30IIACHOCTH.
3. Kakue mexaHu3mbl 0€301MaCHOCTH UCTIOIB3YIOTCS sl 00ecTieyeHnst KOH(PHUICHIIMATbHOCTH
Tpaduka?
4. Kakue mexaHn3Mbl 0€30I1aCHOCTHU UCTIONb3YIOTCS JUIs 0OecreueHust "HeoTka3yeMocTu"
CUCTEMBI?
5. Yro moHumaeTcs Moj aAMUHUCTPUPOBAHUEM CpPEACTB 0€30MacHOCTH?
6. Kakue Bubl H30BITOYHOCTH MOTYT MCIIOJIb30BaThCS B BBIYUCIUTEIbHBIX CETAX?
7. Kak oOHapyXUTb 3arpy304HbIi BUpyc?
8. XapakTepHble 4epThl MAaKpOBUpYCA.
9. SlBnsercs 1M HaJIWYME CKPBITHIX JIUCTOB B Excel mpu3HakoM 3apakxeHus: MakpoBUpycom?
10. Ilepeuncnute Hanbosee pacIpOCTPaHEHHBIE MY TH 3apAKEHUSI KOMIIBIOTEPOB BUPYCAMHU.
11. OcobenHocTH 3apakeHUs] KOMITbIOTEPOB JIOKAJIbHBIX CETEH.
12. Kak orpaHMuuTh 3apa’keHUE MaKpOBUPYCOM IPHU paboTe ¢ OPUCHBIMU NPUITIOKEHUSAMU?
13. Kak oOHapyXUTb pe3uICHTHBIN BUpYC?
14. Kak mpoBepuTh CUCTEMY Ha HAJIMYME MAaKpoBUpYyca?
15. IlepeuricnuTe OCHOBHBIE ATAIbI AITOPUTMA OOHAPYKEHUS BUpYCa.
16. Kakue ocoOeHHOCTH 3apaskeHHsl BUpYCaMH IIPU MCIIOJIb30BAaHUM AJIEKTPOHHOM MOYTHI?
17. TlepeuriciuTe OCHOBHBIE MTPaBHJIA 3ALIUTHI OT KOMIIBIOTEPHBIX BUPYCOB, MOIy4aeMbIX HE U3
BBIUHCIIUTENbHBIX CETEH.
18. Kak orpaHuuuTh 3apa’k€HUE MaKpOBUPYCOM IIPU padboTe ¢ OPUCHBIMU TPUITOKEHUAMU?
19. Kak paccmaTtpuBaercs C€Th B KOHUENIMU TpoToKosa [P?
20. IIpeobpasyiite IP-agpec "11110011 10100101 00001110 11000001" B necsiTuunyto Gpopmy.
21. U3 xakux vacreit coctout IP-agpec?
22. 1ns yero npeanaznayeH DNS-cepsep?
23. IlepeuncauTe K1acchl yAaJIE€HHBIX YIpoO3.
24. Kak knaccupuuupyroTcs yaajJeHHble yrpo3bl "o XapakTepy Bo3aencTsus"?
25. OxapakTepu3yiTe yJajleHHbIe yTPO3bl 'TIO eJIN BO3AECHCTBHS .
26. JlaiiTe onpeneneHne MapupyTH3aTopa.
27. Yto Takoe moJIceTh U CErMeHT ceTh? YeM OHM OTIHMYaroTcs?
28. Yto takoe [P-agpec?
29. CkoubKo KJ1accoB cereit onpenensier [P mporokon?
30. K kakomy KJ1accy OTHOCUTCS cienytomuit aapec: 199.226.33.168?
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31. Kakoii u3 3TuX agpecoB HE MOXKET cymiecTBoBaTh: 109.256.33.18 nnm 111.223.44.1?

32. IlosicHuTe NOHSTHE IOMEHA.

33. B uem 3akiir04aeTcsa UepapXUueCKUi MPUHIIMI CUCTEMbI JOMEHHBIX UMEH?

34. Kak ki1accupuIupyrOTCs yaaJleHHbBIE YTPO3bl "0 pacIiooKEHUIO CYObEKTa B 00bEKTa
yrpo3bl"?

35. MoeT 11 maccMBHAs yrpo3a MPUBECTH K HAPYIICHUIO LEJTOCTHOCTH HH(pOpManuu?

36. Uto Takoe 1oAceTh U CerMeHT ceTu? YeM OHM OTIMYaroTCs?

37. IlepeuncauTe OCHOBHBIE IPUUMHBI YCIIEITHON peaInu3aluy yIaJIeHHbIX YIPO3
nH(OPMALIMOHHON 6E€30MaCHOCTH B BHIYUCIUTENBHBIX CETSIX.

38. Ilouemy BUpTyasibHOE COEIMHEHUE HE 00ECIIEUNBAET TPEOYEMOT0 YPOBHS 3aIlIUTHI
BBIYHCIIUTENbHBIX CETEH?

39. Kakast 3 mpu4rH NPUBOIUT K YCIEXy YIAJICHHOW yrpo3bl "aHamu3 ceTeBoro Tpaduka'?

40. B ueM 3akII04aIOTCS IPEUMYIIIECTBA CETH C BbIICTICHHBIMU KaHAJIAMU?

41. Kakue anroputmsl y1ajJ€eHHOTO niorucka Bam uzBecTHbl?

42. Kakoii u3 alropuTMoB Ioucka 0osiee 0e30nacHblii?

43. Yto siBNsiETCS CIAEACTBUEM HEIOCTATOYHON ayTeHTH(PHUKAIIUU CYOBEKTOB U 00OBbEKTOB
BBIYHCIIUTENbHBIX CETEH?

44. K yeMy MpUBOJIUT HEOCTATOUHOCTh HH(OPMALIUK 00 00BEKTaX BBIUMCIUTEIBHON CETH?
[IpuBenure npumep.

45. MoxeT 11 ObITh HapyIIeHA [IEJIOCTHOCTh HHPOPMAIIMH ITPU OTCYTCTBUU B paclpeAeIeHHBIX
BBIYHUCIUTENLHBIX CETSIX BO3MOKHOCTH KOHTPOJIS 32 MapuIpyTom cooOmienuii? [Touemy?

46. Kak noBBICUTH 3aIIUILIEHHOCTh BEIUUCIUTEIbHBIX CETEH MPU YCTAaHOBJIEHUU BUPTYaJIbHOTO
coeqrHeHus?

47. Kak MO>KHO 3aIlIUTUTh CETh OT peajin3aliy aTaku "0TKa3 B 00CITy)KUBaHUM'"?

48. Kak MO’)KHO KOHTPOJIMPOBATh MapILIPyT COOOIIEHUS B CETU?

49. Knaccudukanus yrpo3 nHGOpMarmoHHON 6€30MacCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM T10
0a30BbIM IIPU3HAKAM.

50. Yrpo3sa HapyuieHus KoHpuaeHuuanbHocTi. OcOOEHHOCTH U MPUMEPHI pealln3alluil yTPO3bl.

51. Yrpo3a HapylIeHHs [eTOCTHOCTH JTaHHBIX. OCOOEHHOCTH U PUMEPHI peaT3aliiy yTrPO3bl.

52. Yrpo3a otkaza ciny>k0 (yrposa oTkasa B goctyrne). OcoOeHHOCTH U PUMEpPHI peann3aun
YTPO3BI.

53. Yrpo3a packpbITHs MapaMeTpoB cucTteMbl. OCOOEHHOCTH U MPUMEPHI peau3alii yIpo3bl.

54. TloHsaTre NONUTHUKH O€30MaCHOCTH HH(OPMALIMOHHBIX cucTeM. HazHaueHue noinuTuku
0€30MacCHOCTH.

55. OCHOBHBIE THUIIbI TOJUTUKH OE30MIACHOCTH JOCTYMA K JaHHBIM. /IUCKpelnoHHbIE 1
MaHJAaTHbIE MTOJIUTHUKH.

56. TpeboBaHus K cucTeMaM KpUNTOrpapuuecKoi 3aluThl: Kpunrorpadgudyeckue TpeboBaHus,
TpeOOBaHUs HAJE)KHOCTH, TpeOoBanus 1o 3amure ot HCJI, TpeboBanus k cpeacTBam
pa3paboTKu.

57. 3akoHOoaTeNbHBIN ypoBeHb 0OecnieueHus nH(opMalnoHHON Oe3o0macHocTH. OCHOBHBIE
3aKoHoAarenbHble akThl PD B 061acTu 3aminThl HHGOPMaLIUH.

58. @yHKIMYU ¥ Ha3HAUYEHUE CTaHIapTOB MHGOpMaIMOHHOM Oe3omacHocTU. [IpumMepsl
CTaHJapTOB, UX POJIb IPH MPOSKTUPOBAHUU U Pa3paboTKe HHPOPMAIIMOHHBIX CUCTEM.

59. Kputepuu onieHku 0€30MacHOCTH KOMIBIOTEPHBIX cucteM («OpamskeBas kHura»). CTpykrypa
TpeboBaHuit 6e3onacHoCcTH. Kitacchl 3amuimeHHOCTH.

[okyMeHT co3faH B anekTpoHHol dopme. Ne 19 ot 08.06.2026. VicnonHutens: dasbinosa A.A. 0 3IEKTPOHHbINA
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OCHOBHBIE ITOJIOKEHHS PYKOBOIAIINX TOKyMeHTOB ['ocTtexkomuccuu Poccun.
Knaccugukanus aBToMaTu3upoOBaHHBIX CUCTEM TI0 KJIaccaM 3alMIeHHOCTH. [lokazarenu
3aLUILEHHOCTH CPEACTB BBIYMCIUTEIbHON TEXHUKH OT HECAaHKIIMOHUPOBAHHOT'O JJOCTYIIA.
Enunble kputepuun 6e30macHOCTH HH(GOPMALMOHHBIX TexHONorui. [lonstue npoduns
3auThl. CTpyKTypa npoduist 3aluThl.

Enunbie kputepun 6e30macHOCTH HHGOPMAIIMOHHBIX TEXHOJIOTHMA. [IpOeKT 3a1uThl.
TpeboBanus 6e30nacHOCTH ((PyHKIMOHATBHBIE TPEOOBAHUS U TPEOOBAHUS aIEKBATHOCTH).
AJIMUHUCTpPATHBHBIN yPOBEHb 3aIIUTHI HH(pOpMaIy. 3a1a4u pa3InIHbIX YPOBHEH
yIpaBJICHUS B PEIICHUH 33]a4i 00ecTiedeHns] THPOPMALMOHHOM O€30MaCHOCTH.
[IponenypHbIil ypoBeHb 0OOecrieueHHst 0€30MaCHOCTH. ABTOpH3alIUs MOJIb30BaTeNeH B
MH(POPMAIIMOHHOH CHUCTEME.

Wnentudukanus u ayTeHTUPHUKALMS IPU BXOJI€ B MHPOPMALMOHHYIO CUCTEMY.
Vcnonb3oBaHue naposbHbIX cxeM. HegocTaTku nmaposibHBIX CXEM.

Wnentudukanus u ayreHTUGUKaLMs nojab3oBarenei. [IpuMenenue nporpaMMHo-
annapaTHbIX CPEICTB ayTeHTU(UKALUY (CMapT-KapThl, TOKEHBI).

bruomerpuueckue cpeacTa HaeHTH(GUKAINY U Ay TeHTU()UKALIUH MTOJIH30BaTEICH.
AyTteHTH(UKanMs CyObEKTOB B pacIpeeNICHHBIX CHCTEMaXx, MpooieMbl 1 pemienns. Cxema
Kerberos.

AyuT B MHQOpPMALMOHHBIX cucTeMax. OyHKIUY U Ha3HAYSHHE ayaMTa, €ro pojib B
obecrieueHn HHPOPMAITMOHHOHN 0€30MaCHOCTH.

[TonsaTtue snexkrponHoi nudposoit noxnucu. [Ipoueayps! GopmupoBanus HUPpPOBOH
HOJITHCH.

3aKoHOIATeNTFHBIN YPOBEHD IPUMEHEHUS IU(POBOI TIOITHCH.

MeTob1 HECHMMETPUIHOTO MH(poBaHus. Vcronp30BaHNe HECUMMETPHYHOTO MU (POBAHUS
IUIsE 00ECTICYCHHUS IIEIOCTHOCTH JIaHHBIX.

OcHOBHBIE HOpMaTHBHBIE PYKOBOISIINE TOKYMEHTHI, KACAIOIINECs TOCYIapCTBEHHOM TaitHbI,
HOPMAaTHUBHO-CITPABOYHBIEC JJOKYMEHTHI.

Mecto nHpOpPMAMOHHOH 0€30MMaCHOCTH YKOHOMHYECKUX CHCTEM B HAIIMOHAIHLHOM
6e3onacHocTH cTpaHbl. KoHnenuus nHpopMalnoHHOM 6e30MacHOCTH.

CpenctBa obecnieuenus nHpopmaimonHoi 6e3omnacHoctd B OC Windows. Pasrpannuenue
JOCTYyTA K TaHHBIM. [ pyTirmoBast momTHKa.

[Ipumenenue ¢aiinosoit cucreMbl NTFS 151 o6ecnieuenust nuHpopMamoHHoi 0e30macHOCTH
B Windows. Crincku KoHTposist foctyna K 1aHHbIM (ACL) ux poib B pa3rpaHUYeHUH JOCTyIa
K JTAHHBIM.

[Tpumenenue cpenctB Windows asist mpe1oTBpaIieHus yrpo3 pacKpbITHs
KoHueHIMaabHOCTH AaHHbIX. [llnppoBanue nanupix. @yHkuuu u HazHaueHue EFS.
Pasrpannuenue nocryna k ganabiM B OC cemerictBa UNIX.

ITonb3oBarenu u rpynmnsl B OC UNIX.

[Tonp3oBarenu u rpynnsl B OC Windows.

OcHOBHBIE dTarbl pa3padOTKH 3aIIUIICHHON CUCTEMBI: OTIPEICIICHUE MTOTUTUKA
6e3omacHocTH, mpoekTupoBanue moenu MC, pazpadortka koga MC, obecrieuenne rapanTuii
COOTBETCTBUS peaTU3aIliy 3aJaHHOH IMOJIMTHKE O0€301TacCHOCTH.

82. [IpuunHbl HapyeHus: 0e30MacHOCTH HHPOPMAIINH ITPH ee 00paboTke KpUnTorpagpuuecKuMu
CPEICTBaMU.
[okymeHT co3aaH B anekTpoHHon copme. Ne 19 ot 08.06.2026. VicnonHutens: ®asbinosa A.A. B INEKTPOHHbIA
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83. IMonsiTHe aTaku Ha cCUCTEMY HHPOPMAITMOHHOM Oe3onmacHOCTH. OCOOCHHOCTH JTOKATBHBIX
aTak.

84. PacnipeeneHHble THPOPMALIMOHHBIE CUCTEMBI. Y JaJICHHbIE aTaKi Ha HH(POPMALIMOHHYIO
CUCTEMY.

85. Kananel nepefaun JaHHbIX. Y Teuka nHGopmaiuu. ATaku Ha KaHaJIbl Iepelavyr TaHHBIX.

86. dusnueckue cpeacTBa ooecnedeHuss HHHOPMAITMOHHONW O€30ITaCHOCTH.

87. Dnekrponnas nouta. [IpobGiemsl obecrieueHus: 6€30MacHOCTH OYTOBBIX CEPBUCOB U UX
peleHus.

88. Bupycsl 1 MeTo161 00pHOBI ¢ HUIMH. AHTUBUPYCHBIE TPOrPAMMBI M TTAKETHI.

89. IIporpamMmmHo-armapaTHbIC 3aIUTHl HKHGOPMAIIMOHHBIX pecypcoB B MHTepHET. MexceTeBbie
9KpaHbl, X QYHKIUU U Ha3HAYCHUSI.

90. BupTyanbHbIe YaCTHBIC CETH, MX (DYHKIIUM M Ha3HAYCHUE.
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